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Claim Rejections - 35 USC § 102 

1 . The following is a quotation of the appropriate paragraphs of 35 U.S.C. 102 that 
form the basis for the rejections under this section made in this Office action: 

A person shall be entitled to a patent unless - 

(a) the invention was known or used by others in this country, or patented or described in a printed 
publication in this or a foreign country, before the invention thereof by the applicant for a patent. 

2. Claims 1,2,10-13,26,27,31,32,35,38,41,45-50,53-56,58-60 are rejected under 35 
U.S.C. 102(a) as being anticipated by Intel etal (10/18/00). 

Regarding claim 1, Intel teaches a method comprising: 
reading validation data from a validation area (VA) region of a medium having 
encrypted content; 

determining keying material used to decrypt the encrypted content by deriving 
the keying material from the validation data; and 

using the keying material to decrypt the encrypted content (pages 4-1 thru 5-6). 

Regarding claim 2, Intel teaches the keying material is derived from the validation 
data by using the validation data itself where the validation data comprises the keying 
material (pages 4-1 thru 4-7). 



Regarding claim 10, Intel teaches a method comprising: 
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determining if a medium having encrypted content is a Validated Medium by 
determining if validation data exists in a validation area (VA) region of the medium; 

if the medium is a Validated Medium, determining keying material used to 
decrypt the encrypted content by deriving the keying material from the validation data; 
and 

validating the keying material (pages 6-1 to 6-10). 

Regarding claim 11, Intel teaches determining if the validation data exists in the 
VA region comprises determining if a trigger has been set (page 1-2; page 5-2 
"APSTB"). 

Regarding claim 12, Intel teaches determining if the trigger has been set 
comprises determining if the most significant bit of the keying material is set to 1 (page 
1-2; page 5-2 "APSTB"). 

Claim 13 is substantially equivalent to claim 2, therefore claim 13 is rejected 
because of similar rationale. 

Regarding claim 26, Intel teaches a method comprising: 
determining if a medium having encrypted content is a Validated Medium by 
determining if validation data exists in a validation area (VA) region of the medium; and 
if the medium is a Validated Medium, then performing one of the following: 
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determining keying material used to decrypt the encrypted content by 
deriving the keying material from the validation data, and 
then validating the keying material; and 

determining if the validation data and the keying material correspond, and 
validating the keying material if the validation data corresponds to the keying 
material (pages 5-4 to 6-10). 

Claim 27 is substantially equivalent to claim 2, therefore claim 27 is rejected 
because of similar rationale. 

Regarding claim 31, Intel teaches the VA region comprises a burst cutting area 
(page 4-1). 

Claim 32 is substantially equivalent to claim 26, therefore claim 32 is rejected 
because of similar rationale. 

Claim 35 is substantially equivalent to claim 26, therefore claim 35 is rejected 
because of similar rationale. 

Claim 38 is substantially equivalent to claim 26, therefore claim 38 is rejected 
because of similar rationale. 
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Regarding claim 41 , Intel teaches an apparatus comprising: 
encrypted content; and 
keying material', and 

validation data written to a validation area (VA) region of the medium, the 
validation data being used to validate the authenticity of the keying material (page 4-1; 
pages 6-1 to 6-10). 

Claim 45 is substantially equivalent to claim 31 , therefore claim 45 is rejected 
because of similar rationale. 

Claims 46-48 are substantially equivalent to claims 26,11,12 respectively, 
therefore claims 46-48 are rejected because of similar rationale. 

Regarding claim 49, Intel teaches the validation data corresponds to the keying 
material if the keying material matches the validation data (page 6-1 to 6-10). 

Claim 50 is substantially equivalent to claim 26, therefore claim 50 is rejected 
because of similar rationale. 

Claim 53 is substantially equivalent to claim 26, therefore claim 53 is rejected 
because of similar rationale. 
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Regarding claim 54, Intel teaches using the keying material derived from the VA 
region of the medium; and 

determining that the validation data corresponds to the keying material (pages 6- 
1 to 6-10). 

Claims 55 and 56 are substantially equivalent to claim 49, therefore claims 55 
and 56 are rejected because of similar rationale. 

Claims 58-60 are substantially equivalent to claims 31 ,1 1 ,12 respectively, 
therefore claims 58-60 are rejected because of similar rationale. 



Claim Rejections - 35 (JSC § 103 

3. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 3-9,14-16,17-25,28-30,33,34,36,37,39,40,42-44,51 ,52,57 are rejected 
under 35 U.S.C. 103(a) as being unpatentable over Intel, and further in view of Intel et 
al (1/31/01). 
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Regarding claim 3, Intel (10/18/00) teaches the method of claim 1 but does not 
teach the keying material is derived from the validation data by using the validation itself 
where the validation data is a copy of the keying material that is written to the non-VA 
region of the medium. Intel (1/31/01 ) teaches the keying material is derived from the 
validation data by using the validation itself where the validation data is a copy of the 
keying material that is written to the non-VA region of the medium (pages 2-2 to 2-3). It 
would have been obvious to one of ordinary skill in the art at the time of the invention to 
have combined Intel (10/18/00) with Intel (1/31/01) in order to provide a robust and 
renewable method for protecting content distributed on prerecorded media types using 
CPPM technology ( Intel 1/31/01 page 1-1). 

Regarding claim 4, Intel (1/31/01) teaches the medium uses CPPM (Content 
Protection For Prerecorded Media) format to protect the content, and: 

the keying material comprises an album identifier that is written to the non-VA 
region of the medium', and 

the validation data comprises a copy of the album identifier (pages 2-1 to 2-2). 

Regarding claim 5, Intel (10/18/00) teaches the method of claim 1 but does not 
teach the keying material is derived from the validation data by converting the validation 
data in the VA region into the keying material in the non-VA region. Intel (1/31/01) 
teaches the keying material is derived from the validation data by converting the 
validation data in the VA region into the keying material in the non-VA region (page 2-2; 
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pages 2-6 to 2-9). It would have been obvious to one of ordinary skill in the art at the 
time of the invention to have combined Intel (10/18/00) with Intel (1/31/01) in order to 
provide a robust and renewable method for protecting content distributed on 
prerecorded media types using CPPM technology (Intel 1/31/01 page 1-1). 

Regarding claim 6, Intel (1/31/01) teaches the converting the validation data into 
the keying material comprises using a function for converting the validation data into the 
keying material, the reverse function having been used to create the validation data 
from the keying material (pages 2-6 to 2-9). 

Regarding claim 7, Intel (1/31/00) teaches the medium uses CSS (Content 
Scramble System) format to protect the content, and: 

the keying material comprises Secure Disc Key Data that is written to the non-vA 
region of the medium, and 

the validation data comprises a cryptographic function on the Secure Disc Key 
Data (pages 2-8 to 2-9). 

Regarding claim 8, Intel (1/31/00) teaches decrypting the encrypted content 
comprises using the keying material to form a cryptographic key to decrypt the 
encrypted content (page 2-7 to 2-8). 
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Regarding claim 9, Intel (10/18/00) teaches the medium comprises a DVD 
(Digital Versatile Disc), and the VA comprises a burst cutting area of the DVD (page 4- 

1). 

Claims 14-16 are substantially equivalent to claims 3,5,9 respectively, therefore 
claims 14-16 are rejected because of similar rationale. 

Regarding claim 17, Intel (10/18/00) teaches a method comprising: 

determining if a medium having encrypted content is a Validated Medium by 
"determining if validation daW^ists Wa"validatidh "area (VA) region of theTriediumvif the" 
medium is a Validated Medium, determining if the validation data and the keying 
material correspond (pages 6-1 to 6-10). 

What Intel (1/31/01) teaches that Intel (10/18/00) does not teach is the medium 
additionally having keying material written to a non-VA region of the medium; 

if the validation data and the keying material correspond, using the keying 
material in the non-VA region to decrypt the encrypted content (page 2-2; pages 2-6 to 
2-8). It would have been obvious to one of ordinary skill in the art at the time of the 
invention to have combined Intel (10/18/00) with Intel (1/31/01) in order to provide a 
robust and renewable method for protecting content distributed on prerecorded media 
types using CPPM technology ( Intel 1/31/01 page 1-1). 



Application/Control Number: 09/822,542 Page 10 

Art Unit: 2137 

Claims 18 and 19 are substantially equivalent to claims 1 1 and 12 respectively, 
therefore claims 18 and 19 are rejected because of similar rationale. 

Regarding claim 20, Intel (1/31/01) teaches the medium comprises a DVD-ROM 
(page 2-4). 

Regarding claim 21, Intel (10/18/00) teaches determining if the validation data 
and the keying material correspond comprises determining if the validation 
data and the keying material match (pages 6-1 to 6-1 0). 

Claim 22 is substantially equivalent to claim 4, therefore claim 22 is rejected 
because of similar rationale. 

Regarding claim 23, Intel (10/18/00) teaches determining if the validation data 
and the keying material correspond comprises determining if a cryptographic function 
on the keying material matches the validation data pages (6-1 to 6-10). 

Claims 24 and 25 are substantially equivalent to claims 7 and 9 respectively, 
therefore claims 24 and 25 are rejected because of similar rationale. 

Claims 27-30 are substantially equivalent to claims 3,5,20 respectively, therefore 
claims 27-30 are rejected because of similar rationale. 
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Claims 33 and 34 are substantially equivalent to claims 4 and 7 respectively, 
therefore claims 33 and 34 are rejected because of similar rationale. 

Claims 36 and 37 are substantially equivalent to claims 4 and 7 respectively, 
therefore claims 33 and 34 are rejected because of similar rationale. 

Claims 39 and 40 are substantially equivalent to claims 4 and 7 respectively, 
therefore claims 39 and 40 are rejected because of similar rationale. 

Claims 42-44 are substantially equivalent to claims 4,3,20 respectively, therefore 
claims 42-44 are rejected because of similar rationale. 

Claims 51 and 52 are substantially equivalent to claims 4 and 7 respectively, 
therefore claims 51 and 52 are rejected because of similar rationale. 

Claim 57 is substantially equivalent to claim 20, therefore claim 57 is rejected 
because of similar rationale. 
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Conclusion 



Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Tremayne M. Norris whose telephone number is (571) 
272-3874. The examiner can normally be reached on M-F 7:30AM-5:00PM alternate 
Fridays. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on (571) 272-3868. The fax phone 
number for the organization where this application or proceeding is assigned is 703- 
872-9306. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). 



Tremayne Norris 




September 19, 2004 




